


The PeopleWith Application (App)

The sole method for entering data into a Society Research Projects will be the PeopleWith web-based software application (the ‘Application’). The following details are included in this Policy statement to:
· inform investigators of the terms under which the data in a study is collected and managed;
· make potential users of the PeopleWith application aware of the terms and conditions that apply to their use of the application. 

ACCOUNT INFORMATION AND DATA 
PeopleWith respects the privacy and confidentiality of all users who engage with the Application, Organisation, Marketing or Projects. 
For the purposes of applicable data protection laws, PeopleWith is the Data processor for the purposes described in this policy. The Society For Endocrinology is the Data Controller. 

PeopleWith adheres to the seven key principles that underpin Data Protection legislation: 
- Lawfulness, fairness and transparency 
- Purpose limitation 
- Data minimisation 
- Accuracy 
- Storage limitation 
- Integrity and confidentiality (security) 
- Accountability 
These principles are central to how PeopleWith manage, store and process data. PeopleWith strives to ensure that all data that is shared with it or within the Application is treated with respect for personal, and client, privacy and protected in line with all our legal responsibilities and recognised best practice standards and processes. 
The Company will only collect the minimum levels of personal data necessary to support operational processes and functionality within the Application and will only use personal data as described within its stated policy. 
Protecting client data privacy is important to PeopleWith. For that reason, any personal data will only be collected, stored and processed by the Application in compliance with the General Data Protection Regulation 2016/679 (“GDPR”). 
Information that users enter into the Application: 
Users may be required to provide PeopleWith certain information about themselves when they register for an account in respect of the Application. This information may include: 
- Name (Optional) 
- Address, Town or City (Optional) 
- Username (Required) 
- Password (Required) 
- Age/Date of Birth (or age-range) (Required) 
- Gender (Required) 
- Race/Ethnicity (Required) 
- Email Address (Required) 
- Phone number (Optional) 
- Communication Preferences (Required); 
- Feedback on the users medical condition (Optional). 
Personally Identifiable Information is never accessed by PeopleWith other than for the purposes of personalisation within the Application. In certain circumstances and dependant on Application functionality, consent is required by the user for them to share their information outside of the Application. In this event, consent will be requested and recorded for information governance, auditing and validation. 
Contact and personal information will not be utilised by PeopleWith for any other reason than explicitly outlined above and will not be shared with any third parties. 
Visiting the Application, sending PeopleWith emails, and completing in-app registration constitutes electronic communications. Users consent to receive electronic communications, and agree that all agreements, notices, disclosures, and other communications we provide to them electronically, via email and on the Application, satisfy any legal requirement that such communication be in writing. 
All information users supply remains anonymous, safe and secure. The only information that will be used by the Society For Endocrinology will be the anonymised information based on your health profile and treatment outcomes. 
PeopleWith must ensure users of the Application can exercise their rights in the following ways in accordance with GDPR: 
- Right to be informed: Keeping a record of how the Company uses personal data to demonstrate compliance with the need for accountability and transparency. 
- Right of access: Enabling Users to access their personal data and supplementary information. Allowing individuals to be aware of and verify the lawfulness of the processing activities. 
- Right to rectification: The Company must rectify or amend the personal data of the individual if requested because it is inaccurate or incomplete. This must be done without delay, and no later than one month. 
- Right to erasure: Individuals have a right to have their data erased and for processing to cease. The User has the right to delete or remove individual personal data any time. The User can remove their data by deleting their profile in the Application. 
- Right to restrict processing: The Company must comply with any User request to restrict, block, or otherwise suppress the processing of personal. The Company is permitted to store personal data if it has been restricted, but not process it further. 
- Right to object: The Company respects the right of an individual to object to data processing based on legitimate interest or the performance of a public interest task. The Company respects the right of an individual to object to direct marketing, including profiling. 
To request access to your data please place your request in an email to dpo@peoplewith.com quoting ‘Right of Access’ in the email subject line. 

DATA RETENTION AND STORAGE 
The Company retains the data you the user input into the Application for the term and duration of use of the Application in order to ensure normal Application functionality. Upon termination of Application usage the Company will retain data for a period of two years unless specifically requested to erase the data under data protection laws. 
On the event that you the user decide to delete your Account via the Application, systematic processes will permanently delete all data within forty eight hours. Deletion process cannot be reverse once implemented. 
The Company utilise ISO 27001 certified cloud computing platform Microsoft Azure as its cloud storage provide. Adequate organisational and technical safeguards are implemented to ensure data security. 
Data held by the Company is stored using secure data encryption when not being used by the Application. 

TERMINATION 
The User is entitled to stop using the Application and to terminate their user agreement at any time, by deactivating their account via the Application. 
In the event that a user feels that they can no longer agree to the Terms and Conditions of use for PeopleWith they must stop using the Application immediately. 
The Society and/or PeopleWith have the right to terminate any user agreement by providing the user with two weeks’ notice by email. 
If a user deactivates their User account, or their right to access the Application is withdrawn, PeopleWith will delete any personal data stored about the user in accordance with the Privacy Policy. 
MUTUAL INDEMNIFICATION 
The PeopleWith Application is not a medical diagnosis tool, nor does PeopleWith claim that the Application should be used as a diagnostic tool. If any user has concerns regarding their health, or are worried about the progression of symptoms, they should seek professional medical advice. 




